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RADIUS Change of Authorization (CoA)

The Cloudpath onboard RADIUS server can send CoA disconnect messages using two triggers. The first is a manual disconnect of an
active connection. The second is when a certificate is revoked for a user. The Cloudpath onboard RADIUS server sends the CoA
disconnect to the AP, which evaluates the authentication status of the connection.

If COA is active, the system will attempt to send COA requests. This option is only available if RADIUS is enabled and Connection Tracking
is enabled on the Cloudpath system.

CoA traffic is sent over UDP port 3799.

CoA Configuration

Supported CoA Configurations

e  Cloudpath communicates directly to the AP over port 3799
e  Cloudpath through the cloud and a firewall with NATing to APs (with port forwarding)
e  Cloudpath through the cloud with NATing to APs on a subnet (with port forwarding)

CoA Configuration for Brocade Switches

When configuring the switch, Cloudpath is a RADIUS client to the switch, and the Cloudpath onboard RADIUS server is a RADIUS server to
the switch, so both must be configured.

1.  Enable CoA

aaa authorization coa enable

2. Configure Cloudpath as RADIUS Client

radius-client coa host 192.168.xx.xx key pass

Where host is the IP address of the Cloudpath system and pass is the CoA shared secret.
3. Configure Cloudpath Onboard RADIUS Server as RADIUS Server
Cloudpath RADIUS server listens on port 1812 for RADIUS authentication, and port 1813 for RADIUS accounting.

radius-server host 192.168.xx.xx auth-port 1812 acct-port 1813 default key pass dotlx

Where host is the IP address of the Cloudpath system, 1812 and 1813 are the authentication and accounting ports, respectively,
and pass is the shared secret.

If you are configuring an external RADIUS server (as in the command above) you must also configure:

aaa authentication dotlx default radius

This command disables authentication. The client is automatically authenticated by other means, without the device using
information supplied by the client.
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CoA Configuration
CoA Configuration for Cloudpath Enroliment System

Example Configuration for an ICX 7250 Switch

authentication

auth-default-vlan 1000 dotlx enable

dotlx enable ethe 1/1/2 to 1/1/10 dotlx timeout tx-period 10

dotlx timeout quiet-period 10 dotlx timeout supplicant 10 mac-authentication enable
mac-authentication enable ethe 1/1/2 to 1/1/10

|

aaa authentication dotlx default radius

aaa authentication login default tacacs+ local aaa authorization coa enable

aaa accounting exec default start-stop radius aaa accounting dotlx default start-stop radius enable super-
user-password .....

hostname ICX7250

ip address 192.168.xx.xx 255.255.252.0

ip dns server-address 192.168.xx.xx 75.75.75.75 8.8.8.8 no ip dhcp-client enable

ip default-gateway 192.168.xx.xx

|

logging buffered 1000

radius-client coa host 192.168.xx.xx key 2 $b24tb29ulW8= radius-client coa host 192.168.xx.xx key
2 $b24tbw== radius-client coa port 1700

radius-server host 192.168.xx.xx auth-port 1812 acct-port 1813 default key 2
S$b24tbw== dotlx

radius-server test test

ntp

server 17.16.xx.xx

|

interface ethernet 1/1/2 dotlx port-control auto

|

interface ethernet 1/1/24

port-name UPLINK to Cisco Lab Switch

|

interface ethernet 1/2/1 disable

speed-duplex 1000-full

|

interface ethernet 1/2/2 disable
speed-duplex 1000-full
|

interface ethernet 1/2/3 disable
speed-duplex 1000-full
|

interface ethernet 1/2/4 disable
speed-duplex 1000-full
|

interface ethernet 1/2/5 disable
speed-duplex 1000-full
|

interface ethernet 1/2/6 disable
speed-duplex 1000-full
|

interface ethernet 1/2/7 disable
speed-duplex 1000-full
|

interface ethernet 1/2/8 disable
speed-duplex 1000-full

CoA Configuration for Cloudpath Enroliment System
When configuring Cloudpath, the switch is a client to the Cloudpath server.

In the client list, the order is configurable. Cloudpath uses first match.

Enable CoA
1. Navigate to Configuration > RADIUS Server, Status tab.
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CoA Configuration
CoA Configuration for Cloudpath Enroliment System

2. Enable CoA for the Cloudpath RADIUS server. (Enabled by default).

FIGURE 1 Cloudpath RADIUS Server Status

Configuration = RADIUS Server

Status Policies Clients eduroam Aftributes External Open Access Accounting

RADIUS Server Status

The built-in RADIUS server is designed fo handle RADIUS auihentication for certificate-based (EAP-TLS) and MAC-based authentication (CHAP)
Status: . Rurning (12421) | Restard Stop
Connection Tracking: . Aclve | Disable

COA: . Active | Disable
RADIUS Server Settings
This system will need fo be configured, using the |P pors, and shared secret below, as the RADIUS server within your WLAN infrasinucture ar wired
st hes

IP Address: anna4l.cloudpath nel
Authentication Port: 1812
Accounting Port: 1813

Shared Secrel: **** q Mew Random Sal
RADIUS Server Certificate

The RADIUS server cerfificate is used to authenticate the network fo the client, allowing the client to verfy that it is connecting to the real network and not an

evil twin network. The following certificate will be used as the RADIUS server's identity
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3.

FIGURE 2 RADIUS Clients Tab

On the RADIUS Clients tab, click Add.

Configuration > RADIUS Server
Stalus Palicies Clients eduraam
Al = em that is allowed to ¢
RADI 1 3% 0 1 Tl 3
a2 the dela ents
Client Mame |P Shared Secret
F Defaut  * ™ Set

4.
5.

Brocade Switches for details.
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CoA Configuration for Cloudpath Enroliment System

Allributes External Open ALCess Accounting

NLAN contrafler or switch

Gy daRned above

Enter the IP Address of the RADIUS client. The RADIUS client might be an AP, or a NAT device if the AP is behind a firewall.
Enter the Shared Secret of the RADIUS client. This must match the key value on the switch. See the CoA Configuration for



CoA Configuration
CoA Configuration for Cloudpath Enroliment System

6. Enable COA must be checked.

FIGURE 3 Add RADIUS Clients

Configuration > RADIUS Server > Create Client “

RADIUS Client Configuration

i/ Reference Name:
i Enabled: f
i IPAddress: [ex. 10.0.0.23]

i/ Shared Secret:

Advanced COA Settings

i’ Enable COA: r
COA Attributes

The following attributes will be sentfo the switch or centroller for a COA Disconnect.
COA Disconnect Attributes: The following attributes will be Included in COA Disconnect packets sent 1o the switch or
AP
The default attributes of Calling-Station-ld, NAS-Ip-Address, and Accl-Session-id will be

sanm

+

Advanced Port Forwarding Settings

i Enable Port Forwarding:

COA Attributes

By default, Cloudpath sends the following CoA disconnect attributes to the switch or AP:
e  (Calling-Station-Id
e NAS-Ip-Address
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CoA Configuration
CoA Configuration for Cloudpath Enroliment System

e  Acct-Session-ld

If your switch or AP vendor requires additional CoA Disconnect attributes, they can be added here.

If you don’t see the attribute you need to add, go to the RADIUS server Attributes tab to enable it.

Port Forwarding
If the ES is communicating with the AP through the cloud or using 1:1 NAT behind a firewall, you can configure port forwarding for the AP.
1. Enable Port Forwarding must be checked.
2. Enter the IP address defined locally on the NAS, the Port to use for CoA and the Shared Secret for CoA.
e |f a CoA shared secret is left blank, the Shared Secret of the RADIUS client is used.
e If no port forward entry is found for a specified NAS IP address, the default port is used.
3. Save the configuration.

Configuration changes for the RADIUS require a new snapshot.
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